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Abstract—Rapid advances in quantum computing, together establishment protocols [28]. Constructions based on the

with the announcement by the National Institute of Standards ~ hardness of lattice problems are considered to be one of the M L - K E M B O u n CyC a St I e E—E— II xﬂ'l —_I-l--?j (C RYSTA Ls - Ky be r)

and Technology () ) to define new standards for digital- leading candidates to replace the currently used schemes

d

ignature, encrypti and key-establishment protocols, have based on the believed hardness of the traditional number-

created signifi interest in post cryptographic  theoretic problems such as integer factorization and discrete o

schemes. logarithms. El.ol-)kl 0 M| NTT NTT X
This paper introduces Kyber (part of CRYSTALS - Cryp- o1 d8a

tographic Suite for Algebraic Lattices — a package submitted Lattice cryptography initially gained a lot of interest in
to NIST post-quantum standardization effort in November  the theoretical community due to the fact that the designs for
2017), a portfolio of Mum eryptographic primitives  CTYPLOZraphic constructions were accompanied by security
built around a key- n mechanism (KEM), based  Proofs based on worst-case instances of lattice problems.
on hardness assum module lattices, Our KEM js  1he first lattice-based encryption scheme was proposed by
most a suceessor to the NewHope KEM Ajtai and Dwork [1]. This scheme was later simplified
(Usenix 2016). In particular, the key and ciphertext sizes of and |mprqved upon by Regey in [67], [68]. One of the
our new construct ¢ about half the size, the KEM offers major E.\chlevem.ems of Regev’s work was the m?roducnon
CCA instead of only passive security, the security is based ona ~ Of a0 intermediate problem — the Learning With Errors
more general (and flexible) I (LWE) Pml?lem - whllch was relatively .?lmple to use in
- <ults in ially the same running ti cryptographic constructions and asy_mplollca]]y at least as
{he aforementioned scheme. N hard as some standard worst-case lattice problems [61], [25].

We first introduce a CPA-sec
scheme, apply a variant of the Fu
to create a CCA-secure K 3
a black-box manner, CCA-secure encryption. key exchange,
and authenticated-key-exchange schemes. The security of our
primitives is based on the hardness of Module-LWE in the
and quantum random oracle models, and our concrete
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problem, and our optimized
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¢ public-key encryption

The LWE assumption states that it is hard to distinguish
from uniform the distribution (A.As + e). where A is a
uniformly-random matrix in Z;" *" s is a uniformly-random
vector in Zj, and e is a vector with random “small” coeffi-
cients chosen from some distribution. Applebaum et al. [6]
showed that the secret s in the LWE problem does not need
to be chosen uniformly at random: the problem remains hard
parameters conservatively target more than 128 bits of post- if s is chosen from the same narrow distribution as the errors
quantum security. e. Based on the idea from the NTRU cryptosystem [43] of
working with elements over polynomial rings rather than

1. Introduction

There has been an increased interest in post-quantum
cryptographic schemes triggered by recent advances in quan-
tum computing [35] and the announcement by the National
Institute of Standards and Technology (NIST) to define
new standards for digital-signature, encryption, and key-

over the integers, and following a series of works on this
topic [58], [56], [63], [71], Lyubashevsky et al. [57] showed
that it is also hard to distinguish a variant of the LWE
distribution from the uniform one over certain polynomial
rings, thus defining the Ring-LWE assumption.

The combination of all of the above results finally led

© 2018, Joppe Bos. Under license to IEEE. 353 . [EEE
DOI 10.1109/EuroSP.2018.00032 (@ computer
society
Authorized licensed use limited to: Sookmyung Womens University. Downloaded on June 08,2026 at 04:51:56 UTC from IEEE Xplore. Restrictions apply.
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i =29l €1e|E
® Alg1 KeyGen 7| 4M ® Alg 4. Encaps &3} ® Alg 5. Decaps d#iast / /1= A
Bob H|Z s- 2%} eZ t = As + e A4t > SIH7| pk - 7HRI7] sk Alice 2HE M EncE ZtMf ¢ MA 5> 2O H|W K £5 Bob DecZ m' S - CtA| Encd c2f H| !
(228 K, =M J7ht K)
Algorithm 1 Kyber.CPA.KeyGen(): key generation Algorithm 4 Kyber.Encaps(pk = (t,p))

Algorithm 5 Kyber.Decaps(sk = (s, z,t.p),c = (u.v))
m’ == Kyber.CPA.Dec(s, (u.v))
(K'Y = G(H(pk). m)
(u’,v") := Kyber.CPA.Enc ((t. p).m"; ")
if (u',v") = (u,v) then
return K = H(K'.H(c))

I: poo « {0,1}2°

2 A~ R"'X’“ = Sam(p)

7,:(SeNi;‘xa’ﬂ‘*Sam() ‘
4 t = Compress {AS—I—e dy)

5. return (ph = (t. p). sk = s)

m +{0,1}*%
(K, r) = G(H(pk),m)

( v) = Kyber.CPA.Enc ((t, p),m:r) ‘

= (u,v)
K = H(RK,H(c))
return (c, i)

A A o

e AL

else
return K = H(z, H(¢))
end if

> Alg 2. Enc 3717| =2} > Alg 3. Dec 7217| 553}
e &M Encaps-Decaps 20flA @& : 3717 t= mS QA £0f 52 Decaps QM & : v - sTuS HHE&si m =2
@ > ® > ® BobIt Alice7t 25 H|Z KE F14t -
L &2 (KEM) Algorithm 2 Kyber.CPA.Enc(pk = (t.p).m € M): en- Algorlthm 3 Kyber.CPA.Dec(sk = s,¢ = (u.v)): decryp-

cryption tion
Y Enc, Dec 11 2H0i|A &H|Z HIAIXIE 311 7H ?ip = {0, 1120 I: u = Decompress, (u,d,)
U= _"’é.—r (PKE) e ' 2: v = Decompress, (v, d,)

: ¢ = Decompress, (¢, d;) 3: return Compress, (v —s"u. 1)
AR = AIZ0| Z2 KE ¥, : A~ RExE —Sam(p) > P :
0| K2 AES-256-GCM 7|2 BHSLICt - (rer.co) ~ B x 5 x 1= Sam()

. v = Compress, (t"r+ey+ [%]-m.d,)

2

3

4

5 U= Compress (ATr+e1 dy)
6

7: return ¢ = (u. v)
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